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Iintroduction

Overview

» Testing of Mobile Networks

» Introduction of SIGOS

» Architecture and Implementation of the SITE Testsystem
» Central SIMCARD Multiplexing

» Definition of Testcases using the Tcl-based Language TDL
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testing mobile networks

Requirements

» Simulating user behaviour using real
mobiles

» Making calls between different locations

» Possibility to use all available SIM cards
from each location (central SIM Mux)

» Support of (almost) all services a network éjy
operator offers to his customers

Customer
access via
Internet

» Multiple users accessing the system from
remote using a grafical user interface or a
web interface

» Comfortable user support for
parameterization of test cases

» Parallel execution of test cases

~_ :
» All results stored in the database ng

» Simple and powerful test case develpment

# SIGOS
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testing mobile networks

v What has to

Roaming
o Network © . | work
- o for Roaming ?

International
Network(s)
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SIGOS overview
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SIGOS history
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SIGOS expertise and solutions

# SIGOS

We support our customers in

[ Planning, Implementation, Deployment, Operation

Our Know-How

L 12 years expertise in network & service testing

Domains of expertise

L SS7, ISDN, IN including CAMEL, GSM/GPRS/UMTS,
Mobile applications with SMS & WAP, |IP

We offer

L Test Solutions based on SITE Test System,
Professional Services, Customised solutions
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site system features

» The SITE test platform is available as

» Stand alone test system ...

One Location
eg. L\
- test lab solution 5
- portable solutions =

- single location solutions

SS7 Interfaces

Fixed line interfaces GSM/GPRS Probes

# SIGOS
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site system features

» ... or as distributed test system with one central unit and several local units all

connected via LAN / WAN
SITE Central Unit SIM Card Multiplexer

Clients

Compact Local Units

Local Unit LAN/WAN =
l ——rIE_T: flm o
o ° I
® ®
® °
° ®
[ °

unlimited number of Local ] i °
Units can_be pla<_:ed on > = — < unlimited number of
geographically different - . Compact Local Units can
locations Local Units Compact Local Unit be placed on

geographically different
g‘ SIGOS locations
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site system features

» Interfaces of the SITE test platform - test interfaces

SITE Test PIatform

GSM/GPRS U,, UMTS U *

Mobile Network

# SIGOS

“|sup MAP
| GSMA  INAP

* planned 3./4.Q 2003
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site processes

SIMMUX

Compact Local Unit

Local Unit

# SIGOS

Graphical User Interface

Central Data O&M Resource
Scheduler
Base Manager Manager
Remote SIM
Multiplexing
Test Execution Test Interfaces
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» Central data base contains

»

server -

All information required for test execution

Test cases and scenarios

Test results

Information about the SITE hardware status

Information about system alarms

» MySQL Data Base

# SIGOS

central

data base

SITE Database =] x|
Window View  Edit Help
Tables Attributes of Table sysconfigTab
simTab hame
sysconfigTab | value
sysvarTah type
tcRecordTah defaultvalue ﬂI
tcTraceExtTah description
teTraceTab
tdGroupTah
testDefTah 7| 7l
= 1 I
sysconfigTah Filter matches: 71 of 71 Entries State of: 15:24:57 27.09.2002
name #| value | type | Y

& & & &

quilntervalRecordlly 3 INTEGER s Interval in seconds for vpdating opened re
quilntervalTraceWin 2 INTEGER 2 Interval in seconds for vpdating SITE trac
localturrency EUR char (30) EUR Currency code for national currency, only
LocalMoe 262 char (30) 000 Mobile Gountry Code value of the local PLIC
Localmic 02 char (30) il mobile Network Gode of the local PLMN, see
LocalpLm D2-Vodafone char (30) urknown Full neme of the PLMN where the central un
localPLMNcountry Gernany char (30) urknown Country to which the PLMN belongs. In oder
localPLMNcountryCade 43 char {30) 0o Country code of PLMN as defined in ITU-T E
LocalPLMNshor tName D2 char (30) urknown Shork neme of the PLMN, e.g D2 for D2-Voda
LocalTrunkBrefixInternations 00 char (30) a0 digits that have to be dialed for outgoing
LocalTrunkBrefixNational 0 char (30) a digits that have to be dialed for outgoing
omBlarmFilter char (30) 1 SOL expression over trapTeb attributes. If
omCheckLUs ENUM(’ FALSE’, * TRUE if not set to FALSE, LUs will be checked b
omOuDatahaseFilesizeThreshol O INTEGER i walue for chservation of the largest datab
omOuDiskUsageThreshol 5 INTEGER 5 walue for ohservation of disc usage on cen
omOuHighLoadThreshald 0 INTEGER 0 Walue for observation of load on central w
omCuOpenFilesThreshold [ INTEGER a Walue for observation of the number of ope
onIntervall 10 INTEGER 10 Intervall between the checks for all hosts
onLuDiskUsageThreshold 5 INTEGER 5 Walue for ohservation of disc usage on loc
onLuHighLoadThreshold 0 INTEGER a ¥alue for observation of load on local uni
onLuOpenFilesThreshold 0 INTEGER i Value for observation of the rumber of ope
omNetworkTimeout 10 INTEGER 10 timeout in seconds for establishment of =
onPor tNumherOMCP E1501 INTEGER 51501 port number used by the OM agent (the walu
OMP o ENumb e r S TMMUE 51500 INTEGER 51500 port mmber used for the SIM Multiplexer [
onPor tNumbe r SHMP 165 INTEGER 165 port mumber of SNMP
onTrapHost char (30) Host name for traps
onTrapPort 162 INTEGER 162 Pork mmber for traps
prepaidhccountserver +4917222922 char (30) +4917222922 Humber of account server for prepaid servi
prepaidPLMN D2-Call¥a char (30) our Name of PLMN for prepaid servic 7l

———— — ' = = — ' ' —————————
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—
P server - central o&m manager

> O&M Manager
» Configuration of the modules and process controlling
> Alarm generation (display, SNMP) when
> Test system components do not work properly

» Test runs reach a previous defined failure level

@
@)
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central SIM multiplexer

SIM Card
Selection

Central SIM Card
Array(s)

M Card

Management with
SITE Central Unit

“'zl/l/

N
Virtual SIM S
Card Transfer

I | g2
/ \
/ \ GSM Probe GPRS Probe 7
N o . 7/
~ -~ - -

e mm = ™

e o o -

supporting thousands of SIM cards serving

# SIGOS U - and SS7-Interfaces (A, ...)
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central SIM multiplexing

How a network authenticates a mobile

» A secret key (Ki) is stored on the

SIM card and in an authentication

centre (AuC). Roaming Network Home Network

» The AuC generates Triplets with a
random value RAND, a signed

response SRES and a cipher key Kc
and transfers them to the switch i @=..I;".u2ﬁ
(MSC) that serves the user. ?é
» The MSC sends RAND to the O
mobile. Er
> The mobile asks the SIM to compute [} Triplets sent via HLR to
SRES and Kc for the RAND and VLR and stored.

returns SRES. The first triplet is

» If the MSC receives the correct passed to MSC to begin
SRES the authentication is authentication.
successful.

# SIGOS
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central SIM multiplexing

How central SIM multiplexing is implemented in the SITE system:

» All requests issued from a mobile to
the SIM are handled by a SIM card
simulation process.

» The SIM card simulation
implements a virtual SIM card, i.e.
stores or provides information like
telefone book entries or SMSes.

» Almost all requests are performed
on the local unit.

» If an authentication request is WAN
received, the request is transfered
via WAN to the SIM multiplexer.

The SIM computes SRES and Kc.

Roaming Network

Home Network

c The RAND is sent from

MS
Triplet the MSC to the mobile

________________________________ station { Local Unit ).
This data is now passed
GRTS -G '
SiM CrmaNY, yia the GRTS WAN to the
Muittpiexer real SIM installed in the
multiplexer

Central

» The results are returned via WAN to WAN

the SIM card simulation to answer
the authentication request.
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Test Definition Language (TDL

# SIGOS

TDL overview

Designed for the implementation of test cases according to the ISO 9646
test methodology.

Allows the definition of parameters with default values and dynamic
selections to support the user with test case parameterization.

Handling of send and receive and timer events and default behaviours.

Supports encoding and decoding of various telecommunication protocols
like ISUP, MAP, CAP, BSSAP.

Supports sending, receiving and matching of ASN.1 data units.
No compilation is required.

HTML test case documentation generated from the TDL source.
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Test Definition Language (TDL): A simple example

#!/usr/bin/tclsh

#-—-- Load the SITE Tdl Environment
source /site/tclui/tdl.tcl
LOAD_TDL_ENVIRONMENT

DEFINE TESTCASE T Hello {
DESCRIPTION {Simple 'Hello World' test case to write a
message and return the verdict PASS}
PARAMETERS {
PARAMETER Message {

DESCRIPTION "a message to be traced"

TYPE PrintableString

DEFAULT "Hello World"

}
RESOURCES {

RESOURCE PTC A GSM Um location "*"

}

BODY {
SITE Log INFO "[VALUE Message] from SITE"
VERDICT P

# SIGOS
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TDL: parameter definition

DEFINE TESTCASE T_ExternalCall {
DESCRIPTION "Establish a call to an external number"

PARAMETERS {
PARAMETER a_side_where {
DESCRIPTION "the location of the Gsm_Um mobile"
TYPE {ELEM_OF SQL "select location from GSM_Tab where resourceType = 'GSM_Um"}

¥
PARAMETER a_side _who {

DESCRIPTION "the telephone number of the subscriber, i.e. the msisdn for speech”
TYPE {ELEM_OF SQL "select msisdn_speech, plmn, country from simTab"}
Y
}
RESOURCES {
RESOURCE PTC_A GSM_Um location [VALUE a_side_ where] subscriberSelection "msisdn_speech like
'VALUE a_side_who]™
}
BODY {
+Preamble
SEND var_pcoName "ATD[VALUE b_number];"

}

# SIGOS
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TDL: call establishment using AT commands

BODY {
+Preamble
SEND var_pcoName "ATD[VALUE b_number];"

WAITFOR -timer callSetupTimer s 80 {
var_pcoName OK {

}
TIMEOUT callSetupTimer {

LOG_ERROR "timeout after [Tdl_LastSent]"
SEND var_pcoName ATH
+Postamble F "timeout after ATD"

}

SITE_SetTimestamp connect -state "CALL connect"
TDL_WAIT s 5

SITE_SetTimestamp release -state "CALL release"
+AT_Cmd ATH

# SIGOS
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Summary

» Although the SIGOS team had no experience with Tcl the
project made rapid progress and was quite successful
(already more than 300 installations).

» The product has been ported to SUN OS and the GUI runs
on Windows without major effort on the tcl side.

» Major use of subst, uplevel and eval to create the TDL
GUI, execution and documentation environment.

# SIGOS
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